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Abstract

The spread of fake information on various social platforms has become 
a serious concern the world over. The distortion of facts, modification of 
information and dissemination of messages among audience lead to neg-
ative cognitive as well as behavioural consequences. The situation has be-
come even more stark after Covid-19 as lot of misinformation related to 
health is being spread. Hence, this study attempts to list the ways ahead to 
debunk misinformation suggested so far in the studies conducted on mis-
information. Concerns about ‘false news’ have suggested different types 
of media literacy such as information literacy, social media literacy, and 
digital literacy, as well as effective message design and awareness cam-
paigns. Research so far suggest that literacy interventions make audiences 
“immune” to the detrimental consequences of false information.
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Introduction 

In the era of globalization, the advent of internet has revolutionized the 
world of communication but at the same time has raised concerns as well. 
The rapid growth of social media, 24x7 news channels, consumption of 
a range of media have made it very easy to propagate misinformation 
(Cook et al.). With each passing day, internet is booming with multiple 
unauthorized information, which is affecting social-political-economic 
aspects of every human society. Not only misinformation related to so-
cio-political-economic aspects but also misinformation related to crucial 
health conditions has become an even bigger concern as people start rely-
ing on any information from internet or social media rather than relying 
on authentic sources of information or consulting the physicians. Dangers 
associated with false health communication have already been noticed in 
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Nigeria, where health officials discovered numerous cases of chloroquine 
(a malaria treatment) overdose after knowledge of the drugs’ alleged 
usefulness in treating COVID-19 was circulated through the news media 
(Busari & Adebayo). Another unverified viral claim that highly concen-
trated alcohol can sanitise the body and kills the virus too lead to loss of 
lives. Furthermore, 5,876 people were hospitalised, and 60 more got total 
blindness as a result of another source of disinformation about a cure for 
COVID-19 illness (Coleman & Islam et al.). Earlier COVID-19 also, mis-
information spread in 2019 during the Ebola epidemic in the Democratic 
Republic of the Congo, was linked to violence, mistrust, social discontent, 
and targeted assaults on medical personnel (WHO). Recognising the po-
tential harm of spread of misinformation and disinformation, in early 2020 
World Health Organisation declared a worldwide “infodemic” character-
ized by an overabundance of information, especially false and misleading 
information (Zarocostas). Misinformation is defined as information which 
is false, inaccurate and misleading modification of facts which leads to 
mis-perception while disinformation is defined as misinformation spread 
with knowledge and an intention (Wardle). Misleading information is 
becoming a public health concern as because of overload of information 
specially owing to misinformation, even right information might cease to 
reach the desired audience as Tasnim et al. says that overexposure to in-
formation can cause media fatigue, resulting in the cessation of beneficial 
actions that are necessary to safeguard people. Seeing the severity of the 
damage that can be done, solutions to face the infodemic have been sug-
gested in various studies. 

The Road Ahead

Various types of literacy skills are suggested by the studies in the field of 
communication so far but the motive of each one is to debunk the spread 
of misinformation. Literacy is the armour to fight such ‘infodemic’ which 
has taken birth after the advent of internet.

Media Literacy

To effectively debunk misinformation in any sector, media literacy is the 
primary solution. Being able to access, analyze, evaluate and create mes-
sages across a variety of context is being media literate (Livingstone). From 
the static media like television, print, radio to the dynamic platforms like 
social media, media literacy is needed to use every medium effectively. 
In general, media literacy education programmes that foster mindfulness 
in media consumption are needed to support people in overcoming “the 
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illusions of truth and the propagation of falsehoods.” Examples of such 
programmes include encouraging cross-referencing of multiple sources 
to verify the information and being open to opposing viewpoints (Lee & 
Shin). Underneath the term of ‘media literacy’, some major sub-literacy 
skills are also being included: -

Information Literacy

Information literacy enables individual to rationally use information and 
apply knowledge (Durodolu et al.). Differentiating between media litera-
cy and information literacy, Livingstone et al. writes, “Media literacy sees 
media as a lens or window through which to view the world and express 
oneself, while information literacy sees information as a tool with which 
to act upon the world.” An empirical study conducted by Jones-Jang et al.  
show that information literacy—but not other forms of literacy—signifi-
cantly raises the possibility of spotting false news reports. 

Social-Media Literacy

The introduction of Web 2.0 has given rise to the social networking sites 
and the liberty to edit or modify any kind of information. The overload of 
continuously fleeting information on social media sites has generated the 
adverse situation where mis/disinformation has thoroughly been created 
and shared. Although it operates at the micro-level of societies at the nex-
us of online and offline places, social media literacy is becoming a pillar of 
the information system (Kalorth et al.). This literacy equips the user with 
knowledge, skill, attitude and self-efficacy to use social media effectively 
and further analyse, evaluate and share social media content wisely in 
addition with the liberty to create contents also (Sukhmayadi).

The user must be social-media literate to avoid falling victim to the dis-
semination of false information and fake news on social media. In a study, 
Hartley et al. looked at how a fictitious online user might act when con-
fronted with bogus news on social media. The study says that depending 
on how hard the Digital Citizen (DC) tries to avoid believing false infor-
mation, the DC’s vulnerability in this encounter will vary. 

Kalorth et al.  also advise implementation of ICT programmes as a poten-
tial remedy.  In addition, Hartley et al. indicated that verification mecha-
nisms from authorities are essential but occasionally fall short in order to 
prevent the spread of false information inside the social circles of elder-
ly people. As a result, information literacy education should be actively 
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strengthened and should at the very least include the following learning 
indicators: 1) the fundamental knowledge of social media technologies; 
2) the methods of determining reliability; and 3) social community neti-
quette.

News Literacy 

An important characteristic of an informed citizen is news literacy (Chan 
et al.). This is especially important in the social media sector, where false 
information from suspect sources with ulterior objectives has the abili-
ty to propagate swiftly through social networks and result in unfavour-
able outcomes. Tully et al. defines News literacy as the integration of 
consciousness and knowledge of news production, distribution and con-
sumption with skills that aids news consumers to hold control over their 
liaison with news.

Chan et al. found that that those who use various social media platforms 
for news but lack engagement with public figures and do not engage with 
news are those with lower degrees of news literacy. These users may be 
more likely to be misinformed as a result of inadvertent news exposure. 
As they utilise social media the most, they can be more exposed to mis-
leading information and fake news. Researchers and media educators 
must keep investigating and recommending public or educational proj-
ects that promote increased news interaction on social media.

Digital Literacy 

UNESCO defined digital literacy as the ability to access, manage, under-
stand, integrate,  communicate,    evaluate    and    create information 
safely and appropriately through    digital    technologies and networked 
devices for participation in economic and social life (UNESCO).  Ayu and 
Sari  stressed on the need of collaboration between the community, so-
cial media platforms and the government to improve digital literacy. The 
government has to launch a digital literacy programme by actively engag-
ing the people to educate and empower them in finding, verifying, and 
disseminating varied information available on digital platforms. Schools 
must also engage by incorporating digital literacy in the current curric-
ulum, beginning in the early years of primary school. Revitalizing com-
munity resilience and digital literacy (Rahmaniah et al.) is another key 
approach which can be undertaken by the government and community 
as part of an early warning system in improving public immunity to in-
fodemics. The researchers also advocate that soft skills-based curriculum 
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be rebuilt in higher education institutions to improve digital literacy and 
community resilience.

However, while talking about health literacy, Choukou  emphasizes on 
the need for digital health literacy as this can enhance prevention and ad-
herence to a healthy lifestyle, promote capacity building, allow users to 
make best use of the options available, and ultimately improve health out-
comes by enhancing patient involvement and empowerment.  
According to Chong et al.  the focus of eHealth literacy assessments and 
suggested remedies in response to COVID-19 must go beyond clinical care 
settings, beyond the individual, and beyond functional health literacy (the 
ability to obtain pertinent health information). One strategy for address-
ing COVID-19-related misinformation on social media may be to increase 
community capacity through social engagement and conversation.

Designing effective Corrective Messages

Misinformation can cause rejection of scientific consensus and people 
can participate in erroneous conduct, limiting the efficacy of disease pre-
ventive and control methods. As a result, it is critical to understand el-
ements that may mitigate misperceptions and to devise communication 
tactics to combat misinformation. Correction on social media is an import-
ant countermeasure for internet misinformation since it debunks incorrect 
statements or misperceptions through posts by users (Vraga & Bode). 

In their research on “Fighting Misinformation,” Y. Song et al.  looked at 
how users’ cognitive and behavioural responses were affected by correc-
tive messages that disproved COVID-19 misinformation on social media. 
They suggest that it might be beneficial to use more general statements 
(like highly protective) instead of specific numbers (like 92 percent protec-
tion rate) in corrective messages as assertions without statistical support 
evoked greater misperception reduction, higher message believability, 
and stronger user engagement intention. Additionally, when compared 
to single-model presentations, multimodal presentations (text-based mes-
sages with images) are particularly effective in enhancing message elab-
oration.

Yuqi Zhang et al. conducted a thorough examination of the COVID-19 
online dataset to investigate the factors that affect the efficacy of misin-
formation corrections. They present five conclusions regarding the suc-
cessful use of corrections. First, pointing out a lot of original inaccuracy 
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in corrections won’t make people seem less credible right away. Second, 
brief corrections—which should be no longer than 500 words—are more 
effective. Third, strong visual arguments are valued. Fourth, corrections 
instead of being in authoritative manner, needs to be more persuasive and 
kind. Fifth, influential media outlets need to do more to combat false in-
formation. Kreps & Kriner  in their study suggests that the more thorough 
corrections that go beyond just identifying disinformation as untrue and 
instead actively gives context indicating why the claim was erroneous, 
proved more successful.

Sadhish et al.  note that phone calls can broadcast information as effec-
tively as conventional methods, and with better effects on mental health 
than the pre-recorded audio and text messages (Sadhish et al.). Structured 
websites and toll-free helplines may be developed to address the public’s 
psychological suffering during a pandemic (Dubey et al.). 

Awareness Campaigns/Programmes especially around vaccines

Generating awareness especially during crises becomes the most import-
ant function of communication. Campaigns urging people to act against 
anti-vaccination misinformation during health crises should emphasize 
the dangers of misinformation and emphasize its prevalence. These mes-
sages are intended to alert viewers of the threat and should prompt the 
right emotional responses (Sun et al.). Health authorities should create 
interventions in the form of awareness campaigns using various forms 
of multimedia to disseminate more transparent information about the 
safety and efficacy of vaccines since health care providers were identified 
by the public as the most reliable source of information about COVID-19 
vaccines. The unique technology utilized in vaccine production should 
also be made a part of awareness campaigns to improve the uptake of the 
COVID-19 vaccine (Elimat et al.).

Vaccine hesitation, including side effects, the need for immunization 
across age groups, and clarification of the rare hazards connected with 
vaccines, should also be addressed in campaigns to correct misinforma-
tion (Janmohmad et al.)

In addition, Public health campaigns targeting the hazards of COVID-19 
infodemics must be developed, as well as information that teaches people 
how to prevent being a channel of misinformation or disinformation (Sun 
et al.).



Shaw et al. 2023

275

Dubey et al.  stresses that awareness campaigns should be organised both 
at the individual and community levels as well as in the rural areas. To 
address the issue of misinformation, working with community leaders in 
awareness campaigns in remote communities to provide access to credible 
information released by local and international health authorities could 
also work wonders as people trust these leaders more than outsiders. 
There is also an urgent need for more resources (information and diag-
nostic kits), training, and palliative care for rural healthcare personnel to 
help them respond to COVID-19 and illness management skills (Okereke)

Involving Social Media and Influencers

Government agencies and experts can use web-based media to counter 
emergencies like the COVID-19 and other similar future calamities (Ali-
mory). To prevent social media from losing its credibility, strict govern-
mental regulations and laws aimed at combating incorrect information, 
rumours on social media, disinformation, and misinformation should be 
implemented (Dubey et al.). Along with it, governments and stakeholders 
can implement critical initiatives on social media such as enacting criti-
cal policy decisions on misinformation and disinformation and conduct 
widespread public education on fact-checking (Demuyakor et al.). Social 
media influencers too can be involved in spreading awareness about the 
unverified anti-vaccine misinformation among the vulnerable black indi-
viduals and government should also direct the social media sites to check 
on those who violates the policies and disseminate anti-vaccine informa-
tion (Janmohmad et al.). Verified and registered medical services orga-
nizations and experts should be more active on these platforms amidst 
emergencies to deliver basic information to users while keeping an eye on 
social media on misinformation. 

Conclusion

Different types of media and digital literacy seems to be the only way 
forward to combat misinformation. Equipping users of internet and social 
media with skills to create, analyse and evaluate messages on different 
kind of media platform would increase the efficacy and efficiency of using 
media in case of any public health emergency in future. While examining 
the interactions of 376 million Facebook users with more than 900 news 
sources, Anderson and Rainie  discovered that people frequently look for 
news sources that support their opinions. This needs to be combated as 
the increasing number of information platforms facilitates the people to 
find information which are in consonance with their beliefs and ideology. 
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Hence, critical thinking skills becomes a very important component of any 
kind of skill needed to debunk misinformation and prevent it’s spread. 
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